Uila for Webshell Threat Detection

What is webshell?

As defined by CISA, a web shell is a script that can be uploaded to a web server to enable
remote administration of the machine. Infected web servers can be either Internet-facing or
internal to the network, where the web shell is used to pivot further to internal hosts.

Once successfully uploaded, an attacker uses the web shell to leverage other exploitation
techniques to escalate privileges and to issue commands remotely. These commands
include the ability to add, delete, and execute files as well as the ability to run shell
commands, further executables, or scripts.

Common Attack scenario

One of the common ways of delivering the webshell are techniques like SQL injection,
Cross Site Scripting, Remote File Injection, Local File Include, etc, This includes the
installation of a malicious file that will act as a webshell. Then the attacker develops an
HTTP POST request directly to the webShell, with its malicious embedded commands to

execute. And all of this will appear as if the attacker had local shell access to the web
server.
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Uila solution for Webshell Threat Detection

Uila can automatically identify via its built-in threat detection capability an attack from
common webshells including:

China Chopper: A malicious webshell that affects Windows and Linux servers. Known
for its small size, Chopper can be employed as a Remote Access Tool (RAT) to perform
the following file operations: upload, download, edit, copy, rename, delete, and modify
timestamp.

JSP webshell: This is used to maliciously manage an Apache Tomcat server. This
webshell allows the attacker to have full control of the server by uploading, downloading,
creating, editing and deleting files of the server. It can also open a proxy in the server
and allow remote access to the server via a remote terminal.

Jexbox webshell: A web shell from the JexBoss security tool was used to exploit servers
through an unpatched JBoss vulnerability.

WSO: Stands for “web shell by orb” and has the ability to masquerade as an error page
containing a hidden login form.

Many more...

Uila also identifies the SQL injection, Remote Flle Injection techniques. Few examples
include:

SQL generic sqgl update injection attempt - POST parameter

SQL injection vulnerability in ProFTPD Server 1.3.1 through 1.3.2rc2 allows remote
attackers to execute arbitrary SQL commands via a "%" (percent) character in the
username, which introduces a """ (single quote) character during variable substitution by
mod_sq|l.

SQL injection vulnerability in the WordPress Rencontre plugin.

Multiple SQL injection vulnerabilities in account_change.php in BtiTracker 1.4.1 and
earlier allow remote attackers to execute arbitrary SQL commands via the (1) style or (2)
langue parameter.

Many more..
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With Uila, you also have full visibility into the transactions for HTTP protocol. In this type
of an attack, there will be No HTTP GET transaction before the POST transaction. In

normal or valid web traffic, you would expect to see a GET before a POST. Also you will
see shell commands to be executed by the webshell.

Transaction Detail

Transaction Analysis  Metwark Conversation

Showing 1 to 10f 1 entries.

o NetDalay o Request Raspenie

Gatevary

[192.1680.1)
(96.126.1 264

Portal-NDM-VIC
POST iversionchecks HTTRI1.0 CRZI2019 082129

(192.168.0.154/50 44785 - ! HTTP/1.1 200 0K 3

377 fersioncheck/

BEE1: 19186781 AM 05:21:19.256.494 AM
1]

T Tz Sz

| Petertially Bad Traffie
@ web Agplication Attack
| Poteraial Corporate Privacy Vislation

() ET INFO GENERIC SUSPICIOUS POST 16 D
@ ETWEB_SERVER Possible Perl Shell in HTT..
ET SCAN Suspicious inbiound to mySQL po..
() GPLICMP_INFD PING *HDX
ET POLICY Cutgoing Basic Auth Base4 HT..
@ ETPOLICY Incoming Basic Auth Base6d HT..
GPL MISC UPAP malformmed adventiserment
@ ETPOLICY Python-urlib/ Suspicious User A...
ET POLICY HTTP traffic on port 443 (OPTIOL.
() ETSCAN Non-Allowed Hast Tried o Conne...

() Misc acthity
) Misc Attanck
@ Astempted information Leak

@ VMhware vCenter Server Appliance
Storage-Server

Uila's Threat Detection

To request a free trial for Uila, visit
https://www.uila.com/uila-free-trial
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